IIpoxkyparypa ungopmupyer

[IpokypaTypoii paiioHa NpoaHaJU3UPOBaHBI (PAKThl XMUIICHUN JIEHEKHBIX
CPEACTB ¢ OAHKOBCKUX KapT rpakaaH.

PesynbTaThl aHamM3a CBUAETEIBLCTBYET O BO3POCIIEM YHCIE IMOJO00HBIX
NPECTyIUICHUH, KOTOPBIM, KakK T[OKa3blBae€T IMPAKTUKA, CIIOCOOCTBYIOT
HEJIOCTATOYHAs OCBEJOMJICHHOCTh TpaXJaH B 00JacTH HWH(POPMAIIMOHHBIX
TEXHOJIOTMA W TPEHEOPEKUTEIHHOE OTHOIICHHUE K DJIEMEHTAPHBIM IpaBHUIIaM
0e30macHOCTH.

JIns mpenoTBpanieHus] MPOTUBONPABHBIX JCUCTBUM MO CHATHIO JIEHEXKHBIX
CPEACTB ¢ OAHKOBCKOI'O cue€Ta HEOOXOAUMO UCXOJUTh U3 CIEAYIONIETO.

Cotpynnuku 6aHKa HUKOTAA MO TeiaedOoHY WM B JIEKTPOHHOM IMUCHME HE
3amnpalBaroT:

IepCcoHaIbHBIC CBEJCHUS (Cepys M HOMEp IacropTa, aapec perucTpaluu,
UMl ¥ (paMUJTHS BiIaJIeIIbIia KapThl);

PEKBU3UTHI M CPOK JICUCTBUS KapThI,

napoyii Wik Koael 13 CMC-cooOmmeHnit il ToATBEPKACHUS (PUHAHCOBBIX
oreparuii Uil UX OTMEHBI,

norud, [IMH-kon CVV-koa 6aHKOBCKUX KapT;

Cotpynauku 0aHKa TakXe HE Tpe1IararT:

YCTAHOBUTh  MPOTPaMMbl  yAQJICHHOTO  JocTyna (Wiu  CTOPOHHHUE
MIPWIOKEHHUS) Ha MOOMIIBHOE YCTPONCTBOM HWJIM Pa3peIINTh MOIAKIIOUEHUE K HUM
Moj, TPEMJIOrOM TEXHUYECKOM MNOoAepKKe (Hampumep, yAaJeHUE BHUPYCOB C
YCTPOMCTBA);

nepeiitu 1o ccbuike u3 CMC-coobiieHus;

BKJIIOUWTH Mepeajpecalio Ha TejleQoHe KIWEHTA MJiS COBEPIICHUS B
JTaJIbHEHMIIIEM 3BOHKA OT €ro MMEHH B OaHK;

O/ UX PYKOBOJCTBOM TIEPEBECTH JJISI COXPAHHOCTH JICHEKHBIE CPE/ICTBA Ha
«3allUIICHHBIN CUET;

3aiTH B OHJIaMH-KaOmHeT 1O cchuike u3 CMC-cooOmieHus WIH
AIIEKTPOHHOTO MHCHhMa.

bank MoOXeT WHHIIMUPOBATH OOIIEHHWE C KIMEHTOM TOJBKO IS
KOHCYJIBTAIIMM TIO TIPOJYKTaM U YCIyraM KPEeIUTHO-(DUHAHCOBOTO YUPEKICHUS.
[Ipu 5TOM 3BOHKU COBEPIIAIOTCS C HOMEPOB, YKa3aHHBIX Ha OOOPOTHOM CTOPOHE
KapThl, Ha caiiTe OaHKa WM B OPUTHMHAIBHBIX OAHKOBCKHMX JOKyMeHTax. MHbIe
HOMEpa HEe UMEIOT HUKAKOT0 OTHOIIEHUS K OaHKY.

CrnenyeT UCIONb30BaTh TOJBKO HaJACKHBIC O(UIIMATbHBIE KaHAJbl CBSA3U C
KpEIUTHO-(PUHAHCOBBIM YUpexJieHueM. , B wactHocTH, popMy 0OpaTHO CBA3M Ha
caiiTe 0aHKa, OHJIAMH-TIPUIIOKEHHUS, TeJIe(POHBI ropsiuei JIUHUM, TPYIIIBI WM Yat-
poOOTBI B MeECCEHKepax (€Ciau HMMEIOTCS TaKOBBIE), a TaKkKe OQHUIHATHHBIC
OaHKOBCKHE MpUiIoxkeHus u3 MarasuHoB App Store. Google Play. Microsoft Store.

HeoOxoaumo yuuThIBaTh, YTO AeprKaTelb KapThl 0053aH CaMOCTOSATEIHHO
obecreunTh KOH(DUICHIINATEHOCTh €€ PEeKBU3UTOB U B 9TOM CBSI3H M30€TaTh:

MOJKITIOYEHUE K 00meaocTynHbM cetssm Wi-Fi;



ucnonb3oBanus [1MH-koga mmu CVV-koga npu 3aka3e TOBapoOB M yCIIyT
yepes ceTh «MIHTepHeTY, a Takke no tenedony (dakcy);

COoOOIIeHHEe TPEThUM JiMlaM (B MPOTUBHOM cllydae JIOObIe OIepaluu,
coBepiieHHble ¢ ucnoiab3oBanueMm [IMH-xkoma wumu CVV-konma, cuMTaroTcs
BBITIOJIHEHHBIMU CaMUM JIEp>KaTeIeM KapThl U HE MOTYT ObITh OMPOTECTOBAHBI).

[Ipu ucnonb3oBaHUM OAHKOMATOB OTAABANTE MPEANOYTEHUSI TEM, KOTOpHIE
YCTaHOBJICHBl B 3alUIICHHBIX MECTaX (HANpUMep, B TOCYUYPEKIEHUAX, oducax
OAHKOB, KPYIHBIX TOPTOBBIX LIEHTPAX).

[Tepen ucmonbp3oBaHWEeM OaHKOMAaTa OCMOTPHTE €ro M YOSAUTECh, YTO BCE
Omepaliy, COBEPIIAEMbIC MPEAbIAYIIMM KIMEHTOM, 3aBEpIICHbl; YTO Ha
KJIaBUaType UM B MeCT€ JII NIpUeMa KapT HET JIOMOJHUTEIbHBIX YCTPOMWCTB;
oOpaiaiiTe BHUMaHUE Ha HEUCIIPABHOCTU U TMOBPEKICHHUS;

Cosepiiiasi onepaiuu, He MPUCTYIIMBAUTECh K COBETAM HE3HAKOMBIX JIFOACH
Y HE IPUHUMANTE UX TTOMOILIb.

[Ipu wucnonap30BaHUM MOOWIIBHOTO TeleoHa CcoOMoaiTe CleayIoIe
MpaBUIIA:

[Ipu ycTaHOBKE MNPUIIOKEHUN oOpallaiiTe BHUMaHWE Ha TOJHOMOYUSA,
KOTOpbIE OHU 3alpaiiruBaioT. byabTe O0COOEHHO OCTOPOXKHBI, €CIU MPUIOKEHUE
IIPOCUT TIpaBa HA YTEHHUE aJipeCcHOM KHUTH, oTrpaBKy CMC-cooOieHuit 1 1oCTyIl
K ceTu «IHTEpHETY;

OTkarodaiiTe B HACTPOMKAX BO3MOXKHOCTH HCIIOJIB30BAHHUSI TOJIOCOBOTO
yIpaBJieHUsl Py 3a0JIOKUPOBAHHOM JKPAHE.

[Ipumensia cepucsl CMC-0aHka, cBepsiiiTe pekBU3UTHI onepanuu B CMC-
COOOIIIEHUH C OJHOPA30BBIM MapojeM OT oduiuaibHOro HoMmepa Oanka. Ecim
PEKBU3UTHI HE COBMAAIOT, TO TAKOU MapOjib BBOJUTH HENB3SL.

IIpu omnate yciyr kaptoi B cetu «MHTEpHET» (0COOEHHO MPU MPUBS3KE K
PETYISPHBIM TUIATEKaM WM aKKayHTaM) TPeOyeTCsl BCEr/ia YYUTHIBATh BBHICOKYIO
BEPOSITHOCTh IE€PEX0Ja Ha IMOANECIbHBIM CAaWT, CO3JAHHBIM MOILICHHUKAMH IS
KOMIIPOMETAIMU KIIMEHTCKUX JAaHHBIX, BKIIFOUAsl TIATEKHbIE KAPTOUHBIE TAHHBIC.

[ToaToMy HEOOXOIUMO HCIONB30BaTh TOJBKO TIPOBEPEHHBIC CANTHI,
BHUMATEJIbHO YHUTaTh TEKCThI CMC-cOOOIeHN C KOJaMH ITOATBEPIKICHUM,
MPOBEPSATH PEKBU3UTHI OMEPALIUA.

JInss MUHAMU3aUMA BO3MOXHBIX XHIIEHUWA NPU IPOBEICHUU OIEpPALUN C
ucrojp3oBaHueM cetu «VHTepHeT» pekoMeHayeTcs O(POpMHUTH BUPTYaIbHYIO
KapTy C YCTaHOBJICHHEM pa3Mepa MHIAWBUIYATHLHOIO JIMMHUTA, OIPAHUYMBAIOIIETO
omeparuu s JaHHOTO BHJa KapThl, B TOM YKCJI€ C HCIIOJIb30BaHUEM IPYTUX
O0aHKOBCKUX KapT, BBIMYIIIEHHBIX HA UMSI JIepKATeNsl KapThl.

Korna 6ank cunTaer moao3puTeabHBIMUA ONEpalii, KOTOPhIE COBEPIIAOTCS
OT HMMEHU KJIMEHTa, OH MOXET 10 CBOEH [0 WHULMATUBE, BPEMEHHO
3abnokupoBath goctyn Kk cepBucam CC-0anka u oOHaiiH-kabuwHeTa. Ecmm
OTepalvyi COBEPIIEHBI JepKaTeleM KapThl, I OBICTPOTO BO30OHOBJICHUS
JIOCTyNa K JEHEXKHBIM CPEJCTBAM JOCTATOYHO IMO3BOHUTH B KOHTAKTHBIA LIEHTP
OaHKa.



B cnyuae cmensr HOMEpa MOOWIIBHOTO Tene(OHa WU €T0 YTEPH CBSDKUTECH
c OaHKOM JIg OTKIOUYCHHS | OjokupoBku Jjoctyna kK CMC-0aHky wu
3a0JJOKUPYHTE CUM-KapTy, OOPATHBIIKCH K COTOBOMY OIIEpaTopy.

[Ipy BO3HMKHOBEHHWH MAJICHINMUX TIOJIO3PEHUN HAcUeT IPUHUMAECMBIX
MOTIBITOK COBEPIIEHUS MOIICHHUYECKUX JCUCTBHH CJCAyeT HE3aMeIMTEIIBHO
YBEJIOMUTH 00 ATOM OaHK.

Heo0XxoauMo HEYKOCHHUTEIBHO COONIOAATh TNPUBEACHHBIC B HACTOSIICH
maMATKE pEKOMEHJAIMu, 000 BCEX MOJO3PUTENIBHBIX (haKTaX CcooOImaTh B
ITOJIAITHUIO.



